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1 INTRODUCTION                                                                     
OMPUTING and information system security provide 
mechanisms to protect systems and resources against un-
authorised access [1-4]. It also guarantees authorisation of 

access as well as maintaining confidentiality, integrity and 
availability of the resources to genuine users using appropriate 
techniques [5]. These techniques range from access control 
through sophisticated authentication and authorisation as well 
as masking of data through encryption technologies [5-8].  
Cloud computing ecosystems, including IaaS cloud computing 
platforms (CCPs), require a robust and adequate security mech-
anism to ensure the preservation of privacy, integrity and avail-
ability of resources. These mechanisms are especially critical as 
CCPs are built using a multitenant utility model and on top of 
virtualisation technology. To establish trust with subscribers, 
cloud service providers need to protect user privacy, including 
information secrecy, from the adversaries. Collaborative com-
putation and data exchange need to be coordinated to guaran-
tee adequate enforcement of authentication and authorisation 
in order to avoid leakage and unauthorised access to the re-
sources. Cloud service customers require robust end-to-end 
protection of their resources within the platform against both 
internal and external aggressions. Firewalls and encryp-
tion/decryption mechanisms are at the heart of protecting user 
data and ensuring the availability of the resources. However, 
applying strong protections through access control, encryption, 
and many other methods have drawbacks, as they generate ad-
ditional processing overhead thereby, affecting other QoS com-
ponents such as performance and HA [9, 10]. Hence, there is a 
need for ‘optimal’  security and performance trade-offs, that is, 
providing a balance of the two by either compromising security 
for improving performance or the other way round [11, 12]. In 
order to address the imbalance, quantitative modelling tools are 
required to optimise these trade-offs through analytic model-
ling and evaluation.  
This paper adopted and extends performance analysis study of 

virtualisation in OpenStack Infrastructure as a Service (IaaS) 
CCP [13], to investigate the impact of security on performance.  
In this context, a performance and security trade-off model [14] 
is proposed for the CCP to examine and measure security and 
performance attributes.  To this end, an optimal trade-off be-
tween performance and security will help in attaining and 
maintaining acceptable SLAs. This will help in ensuring smooth 
processing and responding to the client request for a virtual ma-
chine (VM). A combined performance and security metric 
(CPSM) is formulated for illustration purposes. To enhance its 
computation, two CPSMs are used [11], and then parameterisa-
tion and numerical experimentation were carried out with re-
sults presented and interpreted, which shows the impact of se-
curity on the performance as anticipated. 
The rest of the paper is organised as follows: Section 1.1 pro-
vides an overview of information system security. Section 2 
presents selected literature on different trade-off models, while 
security and performance metrics are discussed in sections 2.1 
and 2.2, respectively. In addition, the impact of security on per-
formance was discussed in section 2.3. Section 3 presents a pro-
posed combined performance and security trade-off model of 
virtualisation in OpenStack CCP. Section 4 presents an over-
view of implementation using the Möbius package. Numerical 
experiments, including parameterisation, results and interpre-
tations, are presented in Section 5. Finally, the paper's conclud-
ing remarks are highlighted in section 6. 

 

1.1 Information Systems Security Overview  
The advancements in information systems have led to 

the emergence of devices capable of storing and transmitting 
vast amounts of data globally. From portable tools like laptops 
and mobile phones to wearables, the sheer volume of data they 
store equates to millions of computational storage units, mak-
ing the entire sector more susceptible to threats. As the 
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landscape of computer networks, including corporate and 
cloud data centres, continues to evolve, ensuring data security, 
its integrity and privacy, and restricting its access to only au-
thorized personnel becomes increasingly complex. Since cloud 
systems are designed to share resources with diverse users sim-
ultaneously, it's crucial to embed security measures at every 
level. This not only safeguards the primary aspects of data se-
curity but also ensures adherence to service level agreements 
(SLAs). Any breach of these SLAs might lead to significant busi-
ness repercussions and potential legal disputes. Security ex-
perts in many organizations face a myriad of challenges in this 
context. 

System security or computer security is an umbrella 
term used to describe any form of mechanisms used to protect 
the information system from theft, damage, or access to the con-
tent. Computer and information security on the other hand can 
be described as the protection of an information system for the 
purpose of achieving its intended purpose of preserving the 
confidentiality, availability and integrity of the system re-
sources such as hardware, middleware, software, communica-
tion systems, information and data as well as services among 
others [2, 5]. Confidentiality, Integrity and Availability (CIA) 
are the three main widely used building blocks of computer and 
information security.  

Cloud computing security, on the other hand, concerns 
with all the components highlighted above with additional con-
straints due to clouds distinctive properties such as virtualise 
service layered architecture, multitenancy and scalability, 
among others. The abstracted service layers (IaaS, PaaS, and 
SaaS) provide additional security vulnerabilities and prone to 
both internal (between subscribed cloud users) and external 
(from outside the CCP) security incidents. For example, as the 
cloud is built on virtualisation technology at the IaaS layer, se-
curity vulnerabilities may be associated with hardware, stor-
age, hypervisor and VMs. Any flaws or faults in the compli-
cated code that builds the hypervisor that varies from platform 
to platform could compromise the isolation between VMs 
hosted by the same physical machine (PM). VM snapshots, in-
stance provisioning, live migration and other distinctive fea-
tures pose threats and prone to attacks, such as the denial of 
service (DoS) attack resulting in data disclosure and integrity 
compromise. However, various strategies are applied to deter, 
prevent and react to any (potential) attack by adversaries [4, 15, 
16]. 

Several security mechanisms are employed in order to 
minimise the impact of any security incidence and thereby, help 
to mitigate the adverse effects of a security attack. Some of these 
security mechanisms include digital signatures, hashing as well 
as virtualisation and data security [4]. 

Securing CCP through either controlling user access or 
masking the data through encryption helps in preserving its in-
tegrity. However, these mechanisms add overhead in system 
resources, thereby affecting the QoS defined in the SLA such as 
performance and security. As the process consumes system re-
source (such as CPU time), the effect, especially with stronger 
algorithms that are usually implemented using a longer encryp-
tion key on system performance, could result in significant 
breach of the SLA. In order to address this issue, a compromise 
may be required, which could improve one aspect and give 
away the other. An optimal trade-off will lead to a balance by 
ensuring not only a secure service but also an acceptable level 
of performance.   
 

 

 
In order to attain the highlighted level of optimal perfor-

mance vs security trade-offs, an analysis is required that will 
examine the approaches of trade-off and its application in a 
complex environment such as the cloud. The analysis should 
first identify as appropriate the metrics used in evaluating com-
puting system performance and security and then model and 
evaluate the optimal trade-offs between these two QoS compo-
nents that are vital to SLA of virtualisation in CCPs. 

2 RELATED TRADE-OFF MODELS 
Performance and security analysis in computing system has 

been in the literature long ago with mainly analysis of each one 
in isolation or as part of the QoS components. In addition, in-
vestigations to identify the relation between the two, such as 
how one affects the other has also been studied mostly using 
quantitative approaches. For example, Cho et al. [17, 18] stud-
ied wireless group communication between entities to identify 
and analyse a trade-off between the performance properties of 
the intrusion detection system (IDS) and its security. The study 
showed how the frequency of executing IDS can affect the per-
formance of the group communication system and how reduc-
ing it improves performance. The quantitative analysis utilises 
SPN for modelling and mean time to security failure (analogous 
to mean time to failure in dependability and reliability analysis 
[19, 20]) for security metric, while service response time was 
used as the performance metric.  

 
Fig 1: Typical cloud vulnerabilities [14] 
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In another study of performance and security, Alentina C. et 
al. [21, 22], use PerfCloud tool to represent a cloud-Grid archi-
tecture for the investigation of a trade-off between performance 
and security. The study implemented a grid architecture on top 
of a CCP and studied the overhead introduced by having an 
additional layer. The study also compares the performance 
overhead introduced by cloud services with different security 
levels. This study differs from others by using a measurement 
approach to record the response time of messages passing with 
and without security at the transport layer and at data layer (en-
cryption) which shows how adding security affected perfor-
mance and how to attain acceptable security with decent per-
formance.  

Zeng W et al. [10] studied a trade-off model for performance 
and security in secured networked control systems. The study 
employs encryption as security element and uses a quantitative 
security metric of key length to determine the strength of the 
system security and used it to assign value to the time it takes 
to crack (penetrate through) a system. The mathematical model 
implemented in differential equations considers a brute force to 
determine the time it takes to gain access. The trade-off was de-
termined by computing the level of both security and perfor-
mance needed to reach optimal trade-off. The study was imple-
mented using discrete event simulation. Although the study 
was conducted on the secure DC motor, their findings reflect 
how high-performance encryption algorithms can provide se-
cure environments and limits the performance overhead.  

Another approach to determine the trade-off between per-
formance and security is the analysis of block cipher encryption 
using the data encryption standard (DES) algorithms. This kind 
of encryption, specifically with block cipher requires a second 
level of verification by correcting all the errors generated dur-
ing the first level process. The study investigated the effect of 
giving up the error correction stage of encryption in order to 
improve performance [23]. 

Mean Time To Security Failure (MTTSF) was one of the most 
used security metric (analogous to mean time to failure MTTF 
in reliability analysis [20]) in many other trade-off models. For 
example in the trade-off model of combined sensing, perfor-
mance and security [24], robotic ad hoc network [11, 25, 26],  
and mobile CCP using timing attack case study [27]. All these 
models use quantitative approach through GSPN implemented 
using different tools and illustrates either the use of encryption 
key length or firewall through access control to adjust the secu-
rity level in return to gain more performance. The performance 
uses either, mean response time, node or systems throughput, 
node or system utilisation, among others as the performance 
metrics.  

Alternative technique of performance and security analysis 
is using a delay tolerant network (DTN) is presented in [28]. The 
study considers an anonymous routing protocol for DTN per-
formance analysis aspect. A mathematical model 0was devel-
oped to describe the performance and security guarantee for 
onion-based anonymous routing in DTN. The nature of onion 
ring anonymous routing requires different encryption at each 
layer of the (onion) message. The work is mainly aimed at 
bringing out the complex nature of the various layers of the on-
ion ring (anonymous) protocol and how it affects the 

performance of communication between group members 
through evaluating the number of message copies which dic-
tates the performance metric  [28].  

Lastly, Wolter K. et al. [14], developed a detailed model to 
study the trade-off between performance and security, by first 
adopting and modifying the reliability model [29, 30] in an at-
tempt to identify a metric for security modelling. The study 
then identifies a performance metric of utilisation and use the 
two QoS components for modelling the trade-off between them. 
A GSPN was employed, which resulted in generating some il-
lustrative results that show how an increase in one can drasti-
cally affect the other and vice versa. The model assumed an ab-
stract communication system and can also be used to forecast 
the potential revenue generation base on satisfying both param-
eters of security and performance. This paper adopted the ap-
proach proposed in [14] and similar studies to illustrate how 
the trade-off model of CCP can be implemented primarily dur-
ing a VM provisioning request in CCP. Next section presents 
discussions of the performance and security metrics employed 
for the analysis. 

 
2.1 Security Metrics  
Quantifying security and defining its metrics has long been 
studied [20] mostly in the area of dependability and reliability 
analysis. Metrics assigned are mainly centred on the applicabil-
ity of the security area. In their detailed survey on security met-
rics, Pendleton et al. [31] propose four main categories of sys-
tem security metrics mainly centred on the measurement of the 
dynamics of security issues. The metrics are the severity of the 
threats, the power of defence mechanisms, situation awareness 
and the vulnerability levels. However, these groups of metrics 
are further expanded to show the low-level metrics used to 
measure the security level of the system. Another intuitive ap-
proach to quantify security is expressing it in the concept of de-
pendability, which is represented by either of the two values of 
work or fails. This is analogous to secure or insecure and the 
transition between both states as a probability by a stochastic 
process. This paper assumes the system exist in either secure, 
insecure or recovering state as outlined by Wolter (c.f., [14]). 
Wolter’s model-based their choice on the reliability analysis 
with parameters of mean Time-Between-Incidents (TBI), mean 
Time-To-Incident-Discovery (TTID), mean Time-To-Incident-
Recovery (TTIR), and mean Time-Between-Detection-and-Re-
covery (TBDR). The corresponding security parameters are 
highlighted in Figure 2. 
 

 
 
 
 
 
 
 
 
 

 

 

Fig 2: Security Metric by analogy with dependability metric [14] 
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2.2 Performance Metrics 
Measuring performance and assigning value to gauge its im-

pact is determined using different indicators depending on the 
circumstance and interest of the enterprise. At each perfor-
mance evaluation, given criteria and metrics are chosen mainly 
from the list of system service. While performance is mainly 
about how fast a particular task is executed, it is also, about how 
slow some tasks are executed. The three metrics [32] relevant to 
the fast or slow execution time are productivity, responsiveness 
and utilisation of a given task. The task ranges from retrieving 
data from a disk drive, time taken to process data in memory 
and time it takes to transport result to the file, among others. In 
this context, the performance metrics applied mainly in CCP 
performance can be the end-to-end delay for transmitting the 
data, response time to user’s request, how busy a system is be-
ing utilised, and the probability of request being lost among 
others. In this context of performance and security trade-off 
model, the performance metrics chosen are the request loss 
probability and utilisation. Moreover, the metrics can be cate-
gorised as external evaluating from outside the system and in-
ternal measuring inside the system. 

2.2.1.  External 
Mean System Response time: This is the average time taken 
from the total time it takes from the minute a user request is 
sent to the time a reply is received. This include, time at senders 
device, the time it takes on transit, and the time it takes to pro-
cess the request and send it back to the user [32, 33].   
Mean System Throughput: Is the average measure of the num-
ber of messages (the rate at which a user request is serviced) are 
transmitted at a given time between two entities (nodes) [32]. 

2.2.2.  Internal 
Mean System Utilisation (𝝆𝝆): The utilisation of a node is meas-
ured as the average fraction of time a given device is busy pro-
cessing a request before forwarding it to the next node or send 
it back to the requesting user [33]. The other fraction is when 
the device is idle and the percentage of busy plus the percent-
age of idle must be equal to 100. 
Request Loss Probability: A request loss probability describes 
the fraction of messages (request) that was dropped as a result 
of either buffer capacity is full or the processing (encryption) 
time is longer than usual which result in message time to live 
expirations. 

2.3 Impact of Security on Performance  
In general, the impact is in two folds, that is encryption & de-
cryption and authentication & authorisation: 

a) Encryption and Decryption:  Algorithms that implement the 
encryption and the security protocol cost the computing power 
time and effort in encrypting and/or decrypting the message 
from plain text to cipher text. The longer the encryption key, the 
harder to break (i.e. more secure), as well as longer to process. 
The computational effort spent in encrypting degrades the per-
formance. In other words, the longer the encryption key, the 
higher the security of encrypted messages.   
Authentication and Authorisation: This is one of the levels of 
checking access credentials (e.g. username and password) sup-
plied by the user during the quest to gain access to the resource 

against the credentials in the system, and when matched, access 
is granted. The time it takes to authenticate depends on the net-
work speed, query engine power and location of the database. 
Many additional layers of authentication exist, ranging from 
checking sender’s browser certificate to the most widely used 
two-level authentication. The two-level authentication sends 
verification message (text messages, email, and through an app) 
back to the user to reaffirm that he/she is the one trying to gain 
access. The message contains some one-time-password that the 
user will enter and when matched, will gain access. Although 
the two factor (level) authentication adds a layer of security, it 
resulted in a long time to gain access to the resource. 

3 COMBINED PERFORMANCE AND SECURITY MODEL 
CCP 

The following illustrative model was based on the schematic ar-
chitecture of the OpenStack CCP from our earlier work [13]. The 
model was enhanced for the combined performance and secu-
rity trade-off model (CPSM). The scenarios assumed is for re-
ceiving, processing and returning user request for the provi-
sioning of VM instance. However, this model is only concerned 
with the security processing component that encrypts the mes-
sage before sending it back to the user. The Output node is re-
sponsible for packaging and sending the result back to the re-
questing user with the successful creation of VM or otherwise. 
The following diagram (c.f., Figure 3) shows the additional 
component from the figure that contains both the encryption 
and the decryption part. Meanwhile, this model is only imple-
mented into the encryption component, which encrypts and 
transmit the message back to the requesting user. Future work 
will consider the whole schematic architecture. 
This model depicts the architecture and method proposed in 
[14] and apply it into the OpenStack CCP architecture. This is 
through zooming the Output node and splitting it into two sub-
nodes that is an Encrypt and Transmit sub-nodes (c.f., Figure 
3). The model also considers the source of the message from the 
previous node and forwarding it to the next node onward. 

As described in the literature, one of the mechanisms for se-
curing an information system, including CCP, is through access 
control and encryption of the data. On encrypting data, the 
longer the encryption key, the more secure the system is, and 
the more processing cycle is required to encrypt or decrypt it. 

Figure 4 shows the CPSM using a GSPN with named places 
and transitions. In this context, the performance model compo-
nent (c.f., Figure 4 left) can be evaluated by obtaining the per-
formance metric such as the utilisation  𝜌𝜌𝑐𝑐 . Security part (c.f., 
Figure 4 right) likewise, can be evaluated using the probability 
of system in Secure state 𝑃𝑃𝑐𝑐 . 

In this context, the CPSM is considered as an optimisation 
problem by computing two CPSMs with maximisation and 
minimisation metrics. These are  CPSM-Maximum (CPSM1), 
and CPSM-Minimum (CPSM2) [11]. These two CPSMs are de-
fined as follows: 

CPSM1 is defined as the sum of the probability of the system 
in a ‘Secure’ place plus the utilisation at the Transmit transition. 
In order to optimise the encryption time, the CPSM1 is maxim-
ised, namely: 
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Similarly, CPSM2 is define as the sum of the probability of 
the system in an ‘Insecure’ place plus the request loss probabil-
ity (RLP) at QueueIn place. The QueueIn place is considered as 
a finite capacity buffer, and whenever the security detection 
control model (SDCM) fires frequently, the buffer can fill up, 
and the request that cannot be accommodated in the QueueIn 
will be dropped. This will logically increase the utilisation and 
throughput at the Transmit transition.  In order to compliment 
the max optimisation, the CPSM2 is minimised, namely 
 

 
By maximising the CPSM1, as well as minimising the CPSM2 

is expected to point to the same place and hence as expected, 
will provide the optimal trade-off between the two QoS compo-
nents. 

 

3.1 PERFORMANCE MODEL COMPONENT 
The performance model component is denoted by three nodes 
represented by the GSPN notations as Arrival, Encrypt and 
Transmit transitions. The arrival signifies the packaged reply 
that is going to be sent back to the requesting user. The response 
represented by Arrival is placed in the QueueIn and subse-
quently fired into the Encrypt transition. As long as the inhibi-
tor arc from the security sub-model is not activated, it will pro-
cess (encrypt) the message and forward it to the QueueOut 
which eventually fire and forwards it to the Transmit transition 
for sending it to the next node. The Encrypt transition will con-
tinue to fire until when a message is sent from the security com-
ponent telling it otherwise (e.g. to freeze the operation because 
of detecting an attack). 
 

max CPSM1 = max {P(Secure) + 𝜌𝜌(Transmit)}      (1) 

min CPSM2 = min {P(Insecure) + RLP}    (2) 

 

 
Fig 4: Schematic diagram for an open GE-type QNM of OpenStack VM provisioning requests with propose decryption and encryption exten-

sion [13]. 
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Figure 3: Combined performance and security trade-off analysis model [39] 
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3.2  Security Model Component 
Security detection control model (SDCM) is the model detailing 
the scenario of security handling when an attack happens. For 
illustration purpose, this research considered stages and the 
changes that happen, which triggers the firing of the token in 
the model from one place to the other. The model is presented 
using the GSPN, which comprises of three places (Secure, Inse-
cure and Restore) as well as the transitions (Fail, Detect, and 
Recover). The initial step happens when the token is in a secure 
state and moving from one place to another through respective 
transitions. The model starts with a service time that is expo-
nentially distributed, with a mean service rate of 𝜇𝜇𝐹𝐹, 𝜇𝜇𝐷𝐷 and 𝜇𝜇𝑅𝑅 
representing Fail, Detect and Recover transitions, respectively. 
A token moves from one input place to the next output place at 
the end of each transition. 
It is assumed that the system starts with a ‘Secure’ state (c.f., 
Figure 5 – Step 1), which signifies that it is enabling the Fail 
transition. The mean firing rate 𝜇𝜇𝐹𝐹, 𝜇𝜇𝐷𝐷 and 𝜇𝜇𝑅𝑅  represents Fail, 
Detect and Recover rates, respectively. When a security breach 
happens, the ‘Fail’ transition is fired, and the security state 
changes from ‘Secure’ to ‘Insecure’. In between the two succes-
sive security breaches is the mean inter-fail time, when a new 
breach happens, the ‘Fail’ transition fires with a mean rate 𝜇𝜇𝐹𝐹. 
A token is then taken from the ‘Secure’ place into the ‘Insecure’ 
state, which enables the ‘Detect’ transition (c.f., Figure 5 – Step 
2).  

Fig 5: Security detection control model (SDCM) for CPSM 
 
Once the system notices a security incident, the Detect transi-
tion will fire, and the state will change from ‘Insecure’ to ‘Re-
store’. At the end of the time between two successive detects 
(inter-detect time), the security breach is detected, the ‘Detect’ 
transition fires with a mean rate 𝜇𝜇𝐷𝐷 and the token is removed 
from ‘Restore’ place, thereby enabling the ‘Recover’ transition 
(c.f., Figure 5 – Step 3). Then, the system is recovered, which 
allow the ‘Recover’ transition to fire making the token move 
from ‘Restore’ state back to the ‘Secure’ state (c.f., Figure 5 – 
Step 4). At this point, the time between two successive recover-
ies is given by 𝜇𝜇𝑅𝑅. 
 
At the end of one cycle, the time a token spent at one place is 
recorded in the period under observation T. Hence, the proba-
bility of the time spent by token is cumulatively determined 
with the observational period T. In addition, the probability 
that the SDCM is at each state (i.e., ‘Secure’, ‘Insecure’, and 

‘Restore’) during period T can be determined. Thus, at the end 
of T, the aggregate time spent at each state is divided by T to 
obtain the proportion of time that the CCP is found at random 
period to be in ‘Secure’, ‘Insecure’, and ‘Restore’ places. 
 

4 CPSM IMPLEMENTATION USING MÖBIUS PETRI NET 
TOOL 

The CPSM was implemented using a Möbius package. The 
package was configured, and input data were supplied using 
the illustrative data from Table 1. The simulation was executed 
and results recorded. 

4.1  Möbius Petri Net Overview 
Möbius is a software tool developed at the University of Illi-

nois for modelling and analysis of the behaviour of complex 
systems. Initially developed for the modelling and evaluation 
of system dependability, availability, reliability and perfor-
mance of computing and communication systems, its usage ex-
panded more. Its usage includes discrete event simulation, per-
formance modelling and evaluation, biochemical and gene se-
quencing analysis.  

Modelling with Möbius allows for the combinations of dif-
ferent modelling approaches. For example, it enables the Rep-
lica/Join composition technique via its SPN equivalent objects 
known as Stochastic Activity Networks (SAN). This feature al-
lows the implementation of a number of formalisms such as 
GSPN, and PEPA. SANs features enable a compact representa-
tion of systems with the ability to use stochastic processes such 
as PN which gives it more acceptance compare to other pack-
ages [34]. Möbius has extensible objects that allow designing, 
parameterising and specifying distributions, as well as execut-
ing the model. 

Modelling can be achieved using an Atomic Formalism fea-
ture. SAN models, in particular, are stochastic extensions of Pe-
tri Net. In this context, the SAN formalism was employed, and 
relevant objects were used. The objects of the SAN model in-
clude four primitive objects analogous to the tuples of the 
GSPN (c.f., Figure 6). These are places, activities, input gate, and 
output gates corresponding to the places, transitions, input 
places and output places, respectively. 

 

 

Fig 6: Implementation of CPSM using Mobius SAN 
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5 NUMERICAL EXPERIMENTATIONS AND RESULT 
This section discusses the parameterisation and experimenta-

tion to illustrate the trade-off model. It presents the results and in-
terpretation showing how security (longer key length) affects the 
performance of CCP and how optimal trade-off is attained. This 
demonstrates an acceptable level of compromise between these 
two QoS components for an acceptable level of SLA. The model 
assumes the longer the security key, the longer it takes to encrypt 
the message, which will affect the performance of the CCP. An op-
timal trade-off (obtained by optimal key length) may be deter-
mined by assigning suitable metrics for the CPSM.  

For illustration purpose, max (CPSM1) and min (CPSM2) are 
determined. CPSM1 is the value for the probability of the system 
in a Secure state and the utilisation of the Transmit transition that 
is P(Secure) + 𝜌𝜌(Transmit). Likewise, the min (CPSM2) is the sum 
of probability of system in Insecure state and the RLP of the En-
crypt transition that is P(Insecure) + RLP(Encrypt). The rationale 
behind augmenting these metrics is to find the optimal point on 
the curve for both CPSM1 and CPSM2. If the optimal value points 
to the same encryption time, then the model is evaluating the opti-
mal combined performance and security as expected. Next section 
provides details of parameters used and the experimentations 
with a discussion of the results. 
 

5.1 Parameterisation and Experiments 
The CMPS trade-off model is implemented by choosing and as-
signing numerical values and executing the representative experi-
ment for the identification of optimal trade-off between perfor-
mance and security. The architecture operates when a message ar-
rives for encryption and then transmitting back to the requesting 
user. As most of the modelling approach, this work chooses a fir-
ing delay using both exponential (M-type) distribution and bursty 
(GE-type) distribution. GE-type was determined by H2 with a 
higher value of tuning parameter (k). The parameters (c.f., Table 1) 
that handle the processing (encrypting) and transmitting the mes-
sage will determine the performance measure while the security 
aspect is determined by the values assigned to the SDCM transi-
tions. Specifically, the Encrypt and Fail vary, as the research is in-
terested in the impact of security on performance. The study also 
assumes that the longer the encryption key, the more secure the 
system is and will take a longer time to process, thereby adding 
more performance overhead. 
For illustration purpose, the parameters used are presented in Ta-
ble 1 and were carefully chosen to show the impact of security on 
performance. The performance metrics are the utilisation (ρ) of the 
Transmit transition and the request drop probability at the Encrypt 
transition, while the security metrics are represented by the prob-
abilities of a request being in Secure or Insecure states. As proba-
bility values are less than 1, the values for the performance used 
were also closer to the security in order to see the apparent effect 
of security on performance. This model’s problem mainly affects 
the Encrypt and Fail transitions as the time required encrypting the 
message and the time taken during a security breach to break the 
encryption key. These values were inputted into the Möbius tool 
in order to obtain analytical results and to visualise the impact of 

security on performance as well as determining the optimal trade-
off. 
 

TABLE 1: ASSIGNED VALUES FOR THE PARAMETERS OF THE TRADE-OFF MODEL 

 
The experiment was simulated with 100 runs in order to collect the 
result and subsequent interpretation. The execution has less than a 
5% confidence level, and the results were collected and plotted in 
the next section. 

5.2 Results and Interpretations 
The M-type arrival process of the max(CPSM1) = p(Secure) + 
Utilisation(Transmit) (c.f., (1)), is presented in Figure 7. It shows 
the utilisation of the Transmit transition. The red curve stands 
for the utilisation. While the blue curve represents the security 
metric, which is the probability of the system in a secure state. 
As the red curve raises and continues to move towards the max-
imum value of 1, it signifies the system will continue to encrypt 
the message before forwarding it to the next transition because 
it is in a secure state. When encryption time is short, the mes-
sage waiting time is short, and that indicates that there is a high 
possibility that an attack can compromise it. In addition, when 
the encryption time is high, and the process takes a longer time, 
the messages will saturate the buffer of the encryption node 
(Encrypt transition). Hence, an increase in overall processing 
time, which in turn affects the utilisation and throughput of the 
Transmit transition. In addition, for an encryption key length, 
the security level is maintained until when the key length is in-
creased, which will affect the next node (Transmit transition) 
performance attributes such as utilisation and utilisation. 

Parameters  Value (time) Comments 

Arrival  0.125  `Mean Inter-Arrival’ time 

Encrypt 0.01 to 0.34 by 0.01  ‘Mean Encryption’ time 

Transmit 0.1 ‘Mean Transmission’ time 

Fail  1.25, 2.5, 5, 10, …, 
1510  

‘Mean Security Inter-Fail’ time 
(after 10, rises by 50) 

Detect  12 ‘Mean Inter-Detect’ time 

Recover  36 ‘Mean Inter-Recover’ time 

Finite capacity   10 Finite capacity of QueueIn and 
QueueOut places  

 

Fig 7: M-type CPSM1 
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Therefore, the short encryption key lengths make the utilisation 
of the transmitting node (Transmit transition) starts at a low 
level due to the small security key length. This will result in the 
firing of the ‘Fail’ transition and eventual recurrent enabling of 
the inhibitor arc (represented by diamond shape), thereby 
freezing the encryption process and denying the movement of 
a message to the Transmit transition more often. Likewise, 
when encryption key length increases, the firing of the ‘Fail’ 
transition and subsequent enabling of the inhibitor arc reduces, 
hence increasing the throughput and utilisation of the Encrypt 
transition.  
Conversely, when then encryption key length is more than the 
threshold, the Encrypt transition will become a bottleneck, 
which results in a slow rate of departure and declining the 
throughput and utilisation of the Transmit node. The optimal 
value of the encryption time in this scenario max (CPSM1) is 
around 0.09 seconds.  
Figure 8 presents a min (CPSM2) with the performance metric 
RLP in ‘QueueIn’ place of the performance component as well 
as the probability of the CCP in ‘Insecure’ state, i.e. min 
(CPSM2) = RLP + p(Insecure) (c.f., (2)). Increase in key length 
led to rising encryption time, which leads to the build-up of 
messages in the ‘QueueIn’ place, and results in loss of messages 
affecting the performance (c.f., Figure 8). Therefore, the proba-
bility of an encryption key being compromised must be re-
duced, leading to the platform moving into the recovery mode. 
Hence, whenever the encryption is quick enough, and the cor-
responding key length is secure, then the encryption process is 
said to be at its optimum. 
 

 

5.2.1 Impact of Traffic Burstiness on CPSM 
 
The max (CPSM1) does not affect the CCP when the arrival pro-
cess bursts using a family of H2 distribution or even GE-type 
distribution. Figure 9 presents the max (CPSM1) for different 
values processed at all the transitions in both performance and 
security sub-models with varying level of traffic burstiness. The 
figure clearly shows that when the value of tuning parameter k 
is less, it signifies that the interarrival times results in declining 
the rate of transfer of request to the ‘QueueIn’ place. As the traf-
fic rate increases, the messages drop rate will increase, thereby 
affecting the throughput and utilisation at the Transmit 

transition, which will cause the max (CPMS1) curves to shift 
down appropriately.  
The increase in traffic burstiness, according to the computed re-
sult, did not affect the optimal value for both max (CPSM1) and 
min (CPSM2). More importantly, the optimal value at both max 
(CPSM1) and min (CPSM2) are at the same place (i.e. 0.09 sec) 
as expected. 
 
 

 
Figure 10 depicts how increasing burstiness affects the request 
drop rate of traffic. Clearly, it shows that when arrival follows 
bursty flow at the QueueIn place, it results in a higher drop rate 
of messages entering the Encrypt transition. 
 
 

 

6 CONCLUSIONS AND FUTURE WORK  
This paper focuses on the quantitative analysis of a generalised 
stochastic Petri net (GSPN) model for the ‘optimal’ performance 
and security trade-offs of an OpenStack IaaS CCP architecture 
with virtualisation using the M¨obius tool. Consequently, ‘opti-
mal’ combined metrics of an OpenStack IaaS cloud computing 
platform (CCP) architecture were determined. Typical numerical 
experiments were conducted and appropriate interpretations were 
made.  
   The results will provide a useful insight into identifying the ad-
verse impact of security on performance using the ‘optimal’ length 
of the encryption time. This will provide ample support to the ar-
chitects and performance engineers during the tuning and capacity 

 

Fig 8: M-Type CPSM2 

 

Fig 9: M-Type, H2(k=2,10,50,100=GE) CPSM1 

 

Fig 10: M-Type, H2(k=2,10,50,100=GE) CPSM2 
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planning of existing CCP architectures as well as the design of new 
ones to consider evaluating such ‘optimal’ trade-offs on the impact 
of security on performance under both normal and heavy traffic 
workloads.  
Moreover, future investigations will involve applications of 
machine learning techniques for the prediction of future secu-
rity incidents on CCPs and associated intrusion preventive 
measures, as appropriate. 
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